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Motivation
• People now realize that various user services collect a lot of personal information and now feel 

uncomfortable about it.

• Even well-meaning data collection can go bad.
In the late 2000s, Netflix ran a competition to develop a better movie recommendation algorithm. They 
released an “anonymized” viewing dataset, but it was shown that such datasets could be used to re-
identify specific users — and even predict their political affiliation! — if you knew a little bit of additional 
information about a given user.

• This is of concern because:

o companies share data 

o breaches happen

o statistics about a dataset can even leak information about the individual records used for 
computation

è Differential Privacy is a set of tools designed to address this problem.
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A Simple Explanation of DP

Imagine you have two otherwise identical databases, 

⏤ one with your information in it, and

⏤ one without it.

DP ensures that:

⏤ the probability that a statistical query will produce a
given result

⏤ is (nearly) the same with each database



What is DP

o A robust concept of privacy. 

o Provides mathematical rigor to the issue of privacy-preserving 
analysis of datasets with personal information. 

o Informally, DP requires that the outcome of an analysis should 
remain stable under a change to an individual's information. 

o A query is differentially private if it makes minimal difference 
whether your information is included in the dataset or not. 

o Thus, DP protects individuals from adversaries that try to learn 
the information particular to them.

o A strong form of privacy protection with a mathematical 
definition.
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What DP is not

Note on privacy

• Privacy in DP means the logical security of data

• NOT the traditional security of data, for example, access control, theft, 
hacking etc.

• Adversary uses legitimate methods; can correlate data from multiple 
databases

Common Misconceptions About Differential Privacy

7

https://www.kdnuggets.com/2021/11/common-misconceptions-differential-privacy.html
https://www.kdnuggets.com/2021/11/common-misconceptions-differential-privacy.html


Data Privacy: the problem

• Given a dataset with sensitive personal information:
o how can we compute and release functions of the dataset,
o while protecting individual privacy?

• Common intuitive solutions: 
o Anonymization - trusted data curator removes identifiers (SSN, name, 

etc.) to get anonymity and, hence, privacy
o Aggregation (statistical analysis) - counts, averages, statistical 

models, classifiers, etc., are safe

Let’s look at some examples to see if this works.
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Anonymization Non-Sensitive Data Sensitive Data

# Zip Age Nationality Name Condition

1 13053 28 Indian Kumar Heart Disease

2 13067 29 American Bob Heart Disease

3 13053 35 Canadian Ivan Viral Infection

4 13067 36 Japanese Umeko Cancer

Non-Sensitive Data Sensitive Data

# Zip Age Nationality Condition

1 13053 28 Indian Heart Disease

2 13067 29 American Heart Disease

3 13053 35 Canadian Viral Infection

4 13067 36 Japanese Cancer

# Name Zip Age Nationality

1 John 13053 28 American

2 Bob 13067 29 American

3 Chris 13053 23 American

Published
Data

Voter List
(public)

A hospital publishes person-specific
patient data such that the:
- information is practically useful and
- individual identity is not disclosed.

Data Leak



Anonymization

• In 2019, a team from Imperial College showed data could often be 
reverse-engineered even with incomplete datasets. 

• Over 99 percent of the sample were correctly re-identified by using 
only 15 attributes such as age, gender, and marital status. 

“While there might be a lot of people who are in 
their thirties, male, and living in New York City, far 
fewer of them were also born on 5 January, are 
driving a red sports car, and live with two kids 
(both girls) and one dog.”

https://www.nature.com/articles/s41467-019-10933-3
https://www.nature.com/articles/s41467-019-10933-3


The Mosaic Effect

• Individual pieces of data when released independently may not reveal 
sensitive information but, when combined, can be used to derive 
personal information.
Further reading: “Sorry, your data can still be identified even if it’s anonymized”

• Aggregation, masking, and other SDC (Statistical Disclosure Control) 
methods can reduce a mosaic effect. 
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Massachusetts GIC Linkage Attack

Anonymized Health related data for research
• Ethnicity, Visit Date, Diagnosis, Procedure, Medication, 

Charge
• Zip, Birthdate, Sex

Voter registration records publicly available
• Name, Address, Date Registered, Party Affiliation, Data 

Voted
• Zip, Birthdate, Sex
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Massachusetts GIC Linkage Attack

The medical records of William Weld
(governor of MA) were re-identified

Per the Cambridge Voter list:
• 6 people had his same birth date
• 3 of the 6 were men
• He was the only one in his 5-digit ZIP code

A common phenomenon
dob+5 digit zip re-identify 69% of Americans
dob+9 digit zip re-identify 97% of Americans

13

Linkage attacks [Sweeney ‘00]



Lessons Learned

• Supposedly de-identified data often contain alternative ways of 

identification, i.e., quasi-identifiers.

• Access to the appropriate auxiliary information can then result in 

re-identification.

• This is not purely theoretical, but has been demonstrated with 

real-world de-identified datasets.
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Differential Privacy (DP)

Addresses the paradox: learning nothing about an individual; learning 

useful information about a population.
• A medical database shows that smoking causes cancer, affecting an insurance company’s view of smokers.

• Has the smoker been harmed by the analysis? 

• His insurance premiums may rise, if the insurer knows he smokes. 

• He may also be helped — he enters a smoking cessation program. 

• Has the smoker’s privacy been compromised? 

• It is true that more is known about him after the study, but was his information leaked?

• Differential privacy will take the view that it was not.

• Rationale: the impact on the smoker is the same, independent of whether he was in the study.

• It is the conclusions reached in the study that affect the smoker, not his presence or absence in the data set.
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What is Desired

• Desired Privacy: 
Analysis outcome in real world (all data), 
my ideal world (without my data), and
my friend’s ideal world (without my friend’s data)
should be the same.

• Differential Privacy delivers:
Analysis outcome where the chance of a bad event is ~same in 
everyone’s ideal world and the real world; 
it is 𝜖-similar.
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DP Properties: informal definition
Guarantee: for each individual, who contributes data for analysis, the output of a DP 
analysis will be roughly the same, whether they contribute their data or not. 
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ℳ is a 
randomized 
algorithm



DP Properties: formal definition

The strength of the privacy guarantee is controlled by tuning the 
privacy parameter ε, also called a privacy loss or privacy budget. 
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The lower the value of ε, the more indistinguishable the results, 
and, therefore, the more each individual’s data is protected.

ε = maximum distance between a query on database D1
and the  same query on database  (D2)



Epsilon (e)

• Smaller ε: better privacy but less accurate response. 

• Small ε: is required to provide very similar outputs when given similar 
inputs.

• Large ε: allow less similarity in the outputs, less privacy.
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What DP provides
DP provides:

• Protects individuals from any additional harm due to:
• their data being in the private database x compared to 
• their data not being part of x.

• A guarantee of ε-differential privacy means that an individual’s expected 
future utility will not be harmed by more than an 

exp(ε) ≈ (1+ε) factor. 

• Ensures that participation in a survey will not be disclosed nor the 
information provided.

DP does not provide:

• Data protection from attackers.
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• Privacy is a consumable resource.
• 𝜖 measures leakage and can be treated as a privacy budget 

which is consumed as analyses are performed.
• If a single analysis is expected to be performed on a given set of 

data, then this analysis can exhaust the entire privacy budget 𝜀.
• Typically, several analyses are run on a dataset, and the total 

utilization of the privacy budget needs to be summed.
• This is a feature, not a bug! Consider how removing the

fuel gauge would not make your car run indefinitely 
without refueling.

The Privacy Budget



The Privacy Budget

• Privacy is a consumable resource.
• 𝜖 measures leakage and can be treated as a privacy budget 

which is consumed as analyses are performed.
• If a single analysis is expected to be performed on a given set of data, 

then this analysis can exhaust the entire privacy budget 𝜀.

• Typically, several analyses are run on a dataset, and the total utilization 
of the privacy budget needs to be summed.

• This is a feature, not a bug. Consider how removing the
fuel gauge would not make your car run indefinitely 
without refueling.
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Differential Privacy: Usage (claims)

• Apple employs DP to accumulate anonymous usage insights from 
iPhones, iPads and Mac.

• Amazon uses DP to access users personalized shopping preferences 
while covering sensitive information regarding their past purchases.

• Facebook uses DP to gather behavioral data for target advertising 
campaigns.

• Many variants of DP algorithms employed in ML, game theory and 
economic mechanism design, statistical estimation, etc.
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*
US Census Bureau https://data.census.gov/cedsci/

Disclosure Avoidance and the 2020 
Census
The 2020 Census will use DP

• Not clear how epsilon and data 
randomization will occur. 

• Decision faces backlash from 
academics working with census 
data.

• Issue: increased privacy is not 
worth the accuracy trade-off. 

• Society needs to make the decision 
on the   privacy<---->accuracy 
spectrum.

https://data.census.gov/cedsci/
https://data.census.gov/cedsci/


Google: RAPPOR

• Provides strong privacy 
guarantees.

• Handles multiple data collections 
from the same client by providing 
well-defined longitudinal DP 
guarantees. 

• Tunable parameters allow 
balancing risk vs utility over time.

• Eliminates the need for a trusted 
third-party server.

28

Mathematically rigorous, practical platform for anonymous data collection for 
privacy-preserving crowdsourcing of population statistics on client-side data.



2016 ad
• An issue arose with Apple when news came out that they were using DP to 

maintain their users’ privacy. 
• They were running operations on the user data and claimed that the privacy 

budget for the users would not be exceeded. 

• However, they broke the standard by resetting the 
privacy budget daily. 

• The privacy budget is a value that is cumulative for life.

• The users were not guaranteed privacy, they just knew 
that no single day’s operations would result in a privacy 
breach.

Apple and Privacy Budgets



DP at Apple Now 
https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf

• Local DP protects the privacy of user activity in a time period.
o Add biased noise to the data that is shared with Apple

• For each feature, the privacy budget is small. 

• The data is retained for a maximum of 3 months. 

• The donations do not include any identifiers.

• For emoji, a privacy budget with epsilon of 4 is used.

• 1 submission per day.

• To stay within the privacy budget, only a random row of the sketch 
matrix is sent to the server. 

30

Improve user experience by knowing what users are doing.

• Count Mean Sketch technique to 
determine the most popular emojis.

• The server tallies the responses 
from all devices and outputs the 
mean value for each element of the 
array.

Which emoji are chosen most 
often?

https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
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DP Achieved by Adding Random Noise
(carefully crafted noise)

• Common methods for adding noise:
o Laplace Mechanism.
o Composition of DP sub-computations and post-processing.

• What can be computed with DP
o Descriptive statistics: counts, mean, median, histograms,  boxplots, etc.
o Supervised and unsupervised ML tasks: classification,  regression, 

clustering, distribution learning, etc. (currently not many tools available).
o Generation of synthetic data: records in a synthetic data set do not have 1-to-1 

correspondence with individuals in the original dataset but can retain many of 
the statistical properties of the original data (currently not many tools available).

• Due to noise addition, DP algorithms work best when the number of data records is 
large.
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Laplace Mechanism
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Differentially Private 
Computations

ε = 0.005 ε = 0.01 ε = 0.1

Algorithms maintain DP 
by introduction of noise 
in the computation.

CDF of Income Distribution
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DP in Practice

• Recommended: epsilon in the range [0.1 and 1]. 

• The number of queries possible with ϵ < 1 is small (maybe 10s). 

• Some mechanisms, (Google and Apple) make assumptions about the lack of 
correlation between attributes and for the same attribute over time. 

• This allows making unlimited queries, but the noise is high (1000s count 
errors), and the ability to observe correlations between attributes is lost. 

• Thus, many DP implementations use ϵ > 10, resulting in user privacy loss. 

• On the other hand, a mechanism with a small epsilon can remove almost the 
entire information value. 
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Bringing DP Into Practice - Challenges
• A new, complex privacy concept:

– How to communicate its strengths and limitations to data analyzers and individuals 
contributing their personal information?

– Risk, baseline risk, accumulation of privacy risk.

• Analysts access to data:
– Via a mechanism.
– Noise added; can be significant when data is scarce.
– Overall use limited by the ”privacy budget”.

• Matching guarantees with privacy laws and regulations:
– Existing regulations often see privacy risks as binary.
– Existing regulations refer to concepts such as Personally Identifiable Information (PII), 

de-identification, linkage,  inference, consent.
– Often these lack rigorous technical definitions.

• Choosing privacy parameters, managing privacy loss over time.
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US Consumer Data Privacy Laws
• The states of California, Colorado, Connecticut, Utah and Virginia have enacted 

consumer data privacy laws. 

• These laws have several provisions in common with respect to the rights of 
consumers:
o the right to access and delete personal information
o the right to opt-out of the sale of personal information
o the right to know what personal information a business (e.g., website, online 

service, etc.) collects
o the right to know how the data is used
o the right to access and modify (or delete) personal information collected by the 

business
o the right to opt out of the processing of personal information

• For additional (and up-to-date) information see: State Laws Related to Digital Privacy

ODSC West - November 202239

https://www.ncsl.org/research/telecommunications-and-information-technology/state-laws-related-to-internet-privacy.aspx
https://www.ncsl.org/research/telecommunications-and-information-technology/state-laws-related-to-internet-privacy.aspx


Europe: GDPR
Ø The General Data Protection Regulation (GDPR) is the toughest privacy and security law in the 

world. 

Ø Though it was drafted and passed by the European Union (EU), it imposes obligations on 
organizations anywhere if they target or collect data related to people in the EU. 

Ø The regulation was put into effect in May 2018. The GDPR will levy harsh fines for violation of 
its privacy and security standards, with penalties reaching into the tens of millions of euros.

Ø With the GDPR, Europe is signaling its firm stance on data privacy and security at a time when 
more people are entrusting their personal data with cloud services and breaches are a daily 
occurrence. 

Ø The regulation itself is large, far-reaching, though light on specifics, making GDPR compliance 
a daunting prospect, particularly for small and medium-sized enterprises.

40

https://gdpr.eu/
https://gdpr.eu/


Summary Differential 
Privacy

41



Differential Privacy: Summary

• Not an algorithm.
• A standard providing a rigorous framework for developing privacy

technologies with provable quantifiable guarantees.

• Rich theoretical work, now transitioning to practice:
⏤ real-world applications and use: US Census, Google, Apple, etc.

• Strong protection in cases when data flows across trust boundaries.

• Leads towards strong tools for guaranteeing statistical validity.

• Legal landscape needs to be considered; and DP combined with
other technical and policy tools.

ODSC West - November 202242
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